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1
Decision/action requested

 It is requested to approve the new solution to KI #1 of 3GPP TR 33.886
2
References

3
Rationale

This contribution proposes to add a new solution to KI #1 of 3GPP TR 33.886.
4
Detailed proposal
*************** Start of the Change ****************

5.Y
Solution #Y: Integrity protection for UE initiated capability indication procedure
5.Y.1
Introduction 

This solution addresses key issue #1.
Specifically, this solution protects capability information (i.e. supporting enhanced SoR information) of UE, in which the capability information is sent to the UDM.
A counter provided by the UE and the KAUSF are utilized to generate message authentication code to protect the capability information.
5.Y.2
Solution details

This solution can be utilized when KAUSF is generated and stored in the UE.

This solution focuses on securing uplink data in UE initiated capability indication procedure.
5.Y.2.1 Integrity protection mechanism for UE initiated capability indication procedure
The procedure below implements the UE initiated option to indicate the UPU/SoR capabilities.


[image: image1.emf]UE AMF

UDM SoR AF

7. SoR AF creates the needed Information

11. UE scans the received Steering

Info and adjust accordingly

6. Nsoraf Get Request

 (VPLMN ID, UE Location, Subscribed NSSAI, etc..)

8. Nsoraf Get Response 

(Prioritized List of VPLMNs)

HPLMN

VPLMN

2. Nudm_SDM_UECM_Reg (Protected Container, ..)

Nudm_Get_SDM (SUPI, AMF Data,..)

1. Registration Request (Requested 

NSSAI, Protected Transparent 

Container..)

9. Nudm_Get Responses (Extended SoR Information sent 

within AMF Mobility subscription Data,..)

10. Registration Response 

(Extened SoR Info,..)

5. UDM interacts with SoR AF to fetch extended Information based 

on UE capabilities

AUSF

3. 

Nausf_SoRProtection

(SUPI, 

Protected Transparent 

Container

)

4. 

Nausf_SoRProtection

(SUPI, 

Transparent 

Container

)


Figure 5.Y.2.1- x: Confidentiality and integrity protection mechanism for UE initiated capability indication procedure
The steps in the call flow are described briefly below:

1. While roaming, the UE can send a new transparent container to the UDM. This new container is an indication that the UE has the ability to support enhanced slice-aware SoR information. 
UE should generate UC-MAC-IUE for the transparent container, and CounterUC. UC-MAC-IUE is generated using KAUSF and CounterUC. CounterUC is defined in clause 5.Y.2.2. And the transparent container, CounterUC, and UC-MAC1-IUE are regarded as protected transparent container. 

UC-MAC-IUE is defined in clause 5.Y.2.3.

2. new info: AMF forwards the received container transparently from the UE in the Nudm_UECM_Reg Request towards the UDM. AMF also sends the identity of UE (e.g., SUPI, or SUCI of UE) to the UDM.

3. UDM sends the protected transparent container and SUPI of the UE to the AUSF.

4. AUSF leverages the SUPI of UE to identify the KAUSF. 

AUSF should be able to check if CounterUC is fresh. The AUSF shall only accept CounterUC value that is greater than stored CounterUC value.
AUSF leverages the received protected transparent container and the locally stored KAUSF to generate UC-MAC-IUE. Then AUSF checks whether newly generated UC-MAC-IUE is identical to the UC-MAC-IUE that is generated by UE or not. AUSF terminates the procedure when newly generated UC-MAC-IUE is not identical to the UC-MAC-IUE that is sent by UDM. Otherwise, AUSF sends the protected transparent container to the UDM. 

5-11. Step 5~Step11 are identical to step 3~step 9 of clause 6.6.3.1.1 in TR 23.700-41 [3]
5.Y.2.2  CounterUC 
The AUSF and the UE shall associate a 16-bit counter, CounterUC, with the key KAUSF. 

The UE shall initialize the CounterUC to 0x00 0x01 when the newly derived KAUSF is stored. The UE shall store the CounterUC. If the USIM supports both 5G parameters storage and 5G parameters extended storage, then CounterUC shall be stored in the USIM. Otherwise, CounterUC shall be stored in the non-volatile memory of the ME. 
To generate the UC-MAC-IUE, the UE shall use the CounterUC. The CounterUC shall be incremented by the UE for every new computation of the UC-MAC-IUE. The CounterUC is used as freshness input into UC-MAC-IUE derivations as described in the clause 5.Y2.3, to mitigate the replay attack. The UE shall send the value of the CounterUC (used to generate the UC-MAC-IUE) along with the UC-MAC-IUE to the UDM. The UDM sends the received CounterUC and UC-MAC-IUE  to the AUSF. The AUSF shall only accept CounterUC value that is greater than stored CounterUC value. The AUSF shall store the received CounterUC, only if the verification of the received UC- MAC-IUE is successful. 
The AUSF and the UE shall maintain the CounterUC for lifetime of the KAUSF.
The UE shall set the CounterUC to 0x00 0x02 after the first calculated UC-MAC-IUE, and monotonically increment it for each additional calculated UC-MAC-IUE. The CounterUC Counter value of 0x00 0x00 shall not be used to calculate the UC-MAC-IUE. 

The AUSF shall suspend the UE capability indication service for the UE, if the CounterUC associated with the KAUSF of the UE, is about to wrap around. When a fresh KAUSF is generated for the UE, the CounterUC at the UE is reset to 0x00 0x01 as defined above and the AUSF shall resume the UE capability indication service for the UE.
5.Y.2.3 UC-MAC-IUE generation function
When deriving UC-MAC-IUE from KAUSF, the following parameters shall be used to form the input S to the KDF.

-
FC = XXXX,

- 
P0 = transparent container
-
L0 = length of data included in P0, 
- 
P1 = CounterUC,

-
L1 = length of CounterUC,

The input key KEY shall be KAUSF. 
5.Y.3
Evaluation

TBD
*************** End of the Change ****************
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